
Quick How-To: 
How to Recognize a Scam Email 

Step 1: Be Careful with Unexpected or 
Unknown Emails 

• If you don’t know or recognize the sender, be cautious. 

Step 2: Watch for Warning Signs 
• Look for spelling mistakes or strange wording. 

Be suspicious of urgent messages: “Act now!” or “Click this link 
fast!” 

• Do not open unknown links or attachments. 

Step 3: Never Share Personal Info 
• Passwords or Social Security numbers are never requested by 

email. 
• If you receive an email asking for personal info, and recognize 

the company, reach out and verify. 

Step 4: When in Doubt, Delete It 
• If something doesn’t feel right, delete the email. 
• You can also ask a family member or trusted friend to double 

check it with you. 

You Did It! 
You’re learning how to recognize some of the warning signs of scam 
emails. 

 


	Step 1: Be Careful with Unexpected or Unknown Emails
	Step 2: Watch for Warning Signs
	Step 3: Never Share Personal Info
	Step 4: When in Doubt, Delete It
	You Did It!


